
Cedefop record of processing activity 

Transfer of Cedefop staff data to the European Commission and other EUIBAs 

 

Record of Cedefop activities processing personal data, based on Article 31 of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 
October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and 
on the free movement of such data, and repealing Regulation (EC) No. 45/2001 and Decision 1247/2002/EC. 

Nr. Item Description 

1. Last update of this record 28/06/2023 
2. Reference number CDFNOT061  
3. Name and contact details of controller Cedefop – European Centre for the Development of Vocational Training  

Postal address: Cedefop Service Post, Europe 123, 570 01 Thermi, GREECE 
Telephone: (+30) 2310-490111 
Email: info@cedefop.europa.eu 
 
Responsible department or role: 
Head of DRS 
 
Enquiries on processing of personal data can be addressed to Head of DRS via 
internal mail 
 

4. Name and contact details of DPO data-protection-officer@cedefop.europa.eu   
5. Name and contact details of joint controller (where applicable) SECABC: European Commission, Cedefop and 29 other EUIBAs (European Union 

Institutions, Bodies and Agencies), are joint controllers for the SECABC processing. 
As indicated in Master Data Protection Agreement (DPA).  

6. Name and contact details of processor (where applicable) Technical staff (including external service providers) of the European Commission, 
Cedefop and the 29 other EUIBAs. The European Commission is responsible for 
the development, operation, and maintenance of the SECABC platform and the 
other systems. Each EUIBA is responsible for processing (managing, storing etc)  
the address book data and secure email certificates via the SECABC platform. 

https://livelink.cedefop.europa.eu/livelinkdav/nodes/28517241/info%40cedefop.europa.eu
mailto:data-protection-officer@cedefop.europa.eu
https://cedefopeuropaeu.sharepoint.com/:b:/r/sites/rb-dpo/proc-oper/Records%20-%20ACTIVE/CDFNOT061-Transfer-of-Cedefop-staff-data-to-the-European-Commission/Legal%20basis%20-%20DPA/SECABC-Joint%20Controllership%20Arrangement_April2023_final.pdf?csf=1&web=1&e=uarXaS


7. Very short description and purpose of the processing The purposes of the processing are the following:  
• SECABC: exchange of information of the address book and of the secure email 

certificates between the EUIBAs and the European Commission, allowing the 
lookup of each other contact information and the exchange of secure, 
encrypted e-mails. This is established via the “SECABC” (Secure Address Book 
Communication) platform; 

• COMREF: Access provision to Information systems available from the 
European Commission to the European Agencies such as European 
Commission Authentication System (ECAS), the Commission Enterprise 
Directory (CED) and the Common User Directory (CUD). 
 
Several systems exist in the European Commission where Agencies’ staff are 
listed, namely the Commission Enterprise Directory (COMREF), the European 
Common Authentication System (ECAS – EU-LOGIN), EU TESTA and the 
Commission User Directory.  

 
8. Description of categories of persons whose data Cedefop 

processes and list of data categories 
Data subjects: The data subjects are: Cedefop officials, temporary agents, 
contract agents, Seconded National Experts (SNEs), trainees. 
 
Categories of personal data processed:  The categories of data processed are 
related to the identification of staff members that contains: 
• Name, e-mail, Job title, Department/Unit, Work phone; 
• Credentials (EU-LOGIN); 
• Date of birth and gender (COMREF); 
• Access rights (group membership and roles) (EU-LOGIN);  
• Authenticated account activity (EU-LOGIN), 
• Error prevention information (to ensure correct matching of data between 

authoritative source and the identity repository) ; 
• Account status (EU-LOGIN) 

 

9. Time limit for keeping the data Data is stored as long as a person is a staff member of the agency. 
SECABC: Each participating EUIBA can withdraw its authorisation of other 
Participating EUIBAs to receive shared data at any time. Upon withdrawal of 



authorisation, the receiving Participating EUIBA will delete any received data 
within one month. 

10. Recipients of the data All staff members of the Commission and the EUIBAs listed have access to the 
basic address book provided, i.e. Name, E-mail, Job title, Department/Unit, Work 
phone. 

11. Are there any transfers of personal data to third countries or 
international organisations? If so, to which ones and with which 
safeguards? 

N/A  

12. General description of security measures where possible. Data is stored in European Commission's Information systems (DIGIT), with 
respective backups as defined by the European Commission DIGIT processes. 
Data transmission is done directly between the Cedefop systems and the 
European Commission Information Systems, via either e-mail, sftp (secure FTP) 
file transfers or TLS-encrypted REST web services (in the case of SECABC). 

13. For more information, including how to exercise your rights to 
access, rectification, object and data portability (where 
applicable), see the privacy statement: 

Privacy Statement available in Cedefop’s data protection records bank, see 
CDFNOT061-Transfer of Cedefop staff data to the European Commission and 
other EUIBAs 
 

 

  

https://cedefopeuropaeu.sharepoint.com/:f:/r/sites/rb-dpo/proc-oper/Records%20-%20ACTIVE/CDFNOT061-Transfer%20of%20Cedefop%20staff%20data%20to%20the%20European%20Commission%20and%20other%20EUIBAs?csf=1&web=1&e=y49NWl
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